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TENDER SPECIFICATIONS
The “ERP-CBM” application includes:
        Virtual Private Networks:

        Maximum Throughput: 87 Mbps.

        Maximum Concurrent Sessions: 16.

        Protection Protocols: IPsec.

        Key Exchange: IKEv1, IKEv2.

        Authentication: Passphrase, X.509, OCSP.

        Advanced Encryption Standard: AES.

        Nonaccelerated Encryption Algorithms: 3DES, Blowfish.

        Encryption Key Strength: 128-bit, 256-bit.

    Routing Functions:

        Static Routing.

        Network Address Translation: Port Forwarding (DNAT).

        Network Address Translation: Outbound NAT (SNAT).

    Ethernet Protocols:

        Address Resolution Protocol (ARP).

        Dynamic Host Configuration Protocol Client (DHCP).

        Encapsulating Security Payload (ESP).

        File Transfer Protocol (FTP).

        Hypertext Transfer Protocol Secure (HTTPS).

        Internet Control Message Protocol (ICMP).

        Internet Key Exchange (IKEv1/v2).

        Internet Protocol Security (IPsec) Protocol Suite.

        Internet Secure Association and Key Management Protocol (ISAKMP).

        Lightweight Directory Access Protocol (LDAP) Client.

        Modbus TCP/IP.

        Network Time Protocol (NTP) Client/Server.

        Online Certificate Status Protocol (OCSP).

        Remote Authentication Dial-In User Service (RADIUS).

        Secure Shell (SSH) Client/Server.

        Simple Network Management Protocol (SNMP).

        Spanning Tree Protocol (STP).

        Syslog.

        Telnet.

        Transmission Control Protocol (TCP).

        Transport Layer Security (TLS).

        User Datagram Protocol (UDP).

    VLANS:

        As many as 4 VLANs per network interface.

        Security.

        User-Based Accounts.

        Maximum Local Accounts: 256.

        Password Length: 8 – 128 characters.

        Password Set: All printable ASCII characters.  

    Communications Ports:

        Ethernet Ports.

        Ports: 2 rear, 1 front.

        Data Rate: 10 or 100 Mbps.

        Front Connector: RJ45 Female.

        Rear Connectors: RJ45 Female or LC Fiber (single-mode or multimode, 100 Mbps only).

    Fiber Optic:

        100 BASE – FX Multimode Option (to 2 km).

        Maximum TX Power: -14 dBm.

        Minimum TX Power: -19 dBm.

        RX Sensitivity: -30 dBm.

        System Gain: 11 dB.

        Source: LED.

        Wavelength: 1300 nm.

        Connector Type: LC (IEC 61754 – 20).

   100 BASE – LX10 Single-Mode Option (to 15 km):

        Maximum TX Power: -8 dBm.

        Minimum TX Power: -15 dBm.

        RX Sensitivity: -25 dBm.

        System Gain: 10 dB.

        Source: Laser.

        Wavelength: 1300 nm.

        Connector Type: LC (IEC 61754 – 20).

    Serial Ports:

        Type: EIA – 232/EIA – 422/EIA – 485 (software selectable).

        Data Rate: 1200 to 115200 bps.

        Connectors: DB–9 Female (Ports 1 – 16), Isolated 8 pin (Port 17).

        Power: +5 VDC power on Pin 1 (500 mA maximum cumulative for 16 ports).

    USB Ports:

        Host Port: Type A (nonfunctional, for future use).

        Device Port: Type B (nonfunctional, for future use).

    Power Supply:

        Rated Supply Voltage:

            125 – 250 VDC.

            110 – 240 VAC, 50/60 Hz.

            48 – 125 VDC.

            120 VAC, 50/60 Hz.

            24 – 48 VDC.

        Input Voltage Range:

            85 – 300 VDC or 85 – 230 VAC.

            38.4 – 137.5 VDC or 88 – 230 VAC.

            18 – 60 VDC polarity dependent.

    Power Consumption:

        AC: <40 VA.

        DC: <30 Watts.

    Input Voltage Interruptions.

        20 ms @ 24 VDC.

        20 ms @ 48 VDC.

        50 ms @ 125 VAC/VDC.

        100 ms @ 250 VAC/VDC.

 Cables and accessories, for normal operation. 

 Manuals: 

This unit is supplied whit the following manuals: Required services, Assembly and Installation, Starting-up, Safety, Maintenance & Practices manuals.

Dimensions: 640 x 320 x 330 mm approx. (19.29 x 12.99 x 12.20 inches approx.). Weight: 20 kg approx. (44 pounds approx.).
EXERCISES AND PRACTICAL POSSIBILITIES
1.-  Accessing the cybersecurity protection relay web server.

2.-  Creating administrator accounts.

3.-  Configuration of the hierarchical communication cybersecurity system between the protection relays using the ACSelerator software.
4.-  Creation of users, groups and permissions. 
5.-  Configuration of the cybersecurity relay communication ports.

6.-  Creating communications between different protection relays and the cybersecurity relay.

7.-  Creating user passwords with different access levels. 

Additional practical possibilities:
8.-  Resetting the protection relay to set up the communication system from scratch. 

9.-  Simulation of cyber attack.

10.-Creation of encrypted communication between the cybersecurity relay and the differential protection relay.

11.-Creation of encrypted communication between the cybersecurity relay and the overcurrent protection relay.

12.-Creation of encrypted communication between the cybersecurity relay and the distance protection relay.

13.-Creation of encrypted communication between the cybersecurity relay and the directional protection relay.

14.-Creation of encrypted communication between the cybersecurity relay and the feeder management relay.
Optional
ERP-CBM/ICAI. Interactive Computer Aided Instruction Software:

This complete software package consists of an Instructor Software (EDIBON Classroom Manager - ECM-SOF) totally integrated with the Student Software (EDIBON Student Labsoft - ESL-SOF). Both are interconnected so that the teacher knows at any moment what is the theoretical and practical knowledge of the students.
- ECM-SOF. EDIBON Classroom Manager (Instructor Software).

ECM-SOF is the application that allows the Instructor to register students, manage and assign tasks for workgroups, create own content to carry out Practical Exercises, choose one of the evaluation methods to check the Student knowledge and monitor the progression related to the planned tasks for individual students, workgroups, units, etc... so the teacher can know in real time the level of understanding of any student in the classroom.

Innovative features: 

• User Data Base Management. 

• Administration and assignment of Workgroup, Task and Training sessions. 

• Creation and Integration of Practical Exercises and Multimedia Resources. 

• Custom Design of Evaluation Methods. 

• Creation and assignment of Formulas & Equations. 

• Equation System Solver Engine. 

• Updatable Contents. 

• Report generation, User Progression Monitoring and Statistics.
- ESL-SOF. EDIBON Student Labsoft (Student Software).

ESL-SOF is the application addressed to the Students that helps them to understand theoretical concepts by means of practical exercises and to prove their knowledge and progression by performing tests and calculations in addition to Multimedia Resources. Default planned tasks and an Open workgroup are provided by EDIBON to allow the students start working from the first session. Reports and statistics are available to know their progression at any time, as well as explanations for every exercise to reinforce the theoretically acquired  technical knowledge.

Innovative features: 

• Student Log-In & Self-Registration. 

• Existing Tasks checking & Monitoring. 

• Default contents & scheduled tasks available to be used from the first session. 

• Practical Exercises accomplishment by following the Manual provided by EDIBON. 

• Evaluation Methods to prove your knowledge and progression. 

• Test self-correction. 

• Calculations computing and plotting. 

• Equation System Solver Engine. 

• User Monitoring Learning & Printable Reports. 

• Multimedia-Supported auxiliary resources.
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